Smart Voting System with GSM module
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Abstract. India is the one among the largest democratic country where in
the voting process is considered very crucial and essential. India is the second
most populated country which brings in the requirement of an effective
voting system to avoid any kind of impersonation and negligence during this
process. The researches conducted in the year 2014 show that not more than
66.4% of the citizens cast their votes. In certain regions there is still the
practice of using the traditional EVM(elctronic voting machine) which are
considered not so efficient and can lead to various types of fraud. Biometrics
verification is the process that validate each of the vvoter to proceed with the
voting process. Further, a methodology is explained which verifies every
voter with their respective IDs and the existing database using biometrics and
provide the voters with their voting status through an SMS to the registered
number.
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1 Introduction

The proposed system is aimed at evaluating the fingerprints of every voter of the
country as to avoid the impersonation during the voting process. This system
comprises the biometric technology to identify and authenticate the voters based on
their unique characteristics (i-e minutiae of the fingerprint). For the validation of
each voter, respective fingerprints are compared with the database. This ensures the
elimination of multiple enrollments on the voters list during the voting process. The
voter can proceed after validating his / her identification. The voter receives an SMS
regarding the status of the validation station if he/she is a valid voter or not. An
alarm buzzes displaying the validity of the voter. Depending on the status, the voter
can proceed with the vote casting process. The voter then receives an SMS about
the status of the casted vote.

2  Literature survey:

The authors have proposed a Real time sytem. New voters must complete a
registration form and enroll their fingerprint using a user id and password. The
database server will double-check this information. Sweat pores on fingerprints
have proven to be useful features for personal identification. The interface allows
to vote and displays confirmation message. With the use of fingerprint scanners,
this research provided an overview of the voting process. They went over the
fingerprint identification and authentication stages in detail, as well as the flow of
the election process using this new technology. They also discussed the step of
fingerprint gathering and data comparison.stage and matching stage for the aim of
recognition in depth with some earlier work.Furthermore, they have introduced
various fingerprint authentication approaches that could be useful in voter
identification. Finally, there's the Using this cutting-edge technology, the voting
procedure is carried out. In this paper they failed to show the verification of the user
[1]. The idea is to provide security while also overcoming the constraints of
traditional voting.In comparison to the traditional paper-based vote-casting
technique, this system is simple to use, convenient, and cost-effective. It could be
used instead of a ballot system because the proposed machine provides additional
security. The fundamental advantage of this technique is that because everyone's
fingerprints are unique, duplication of votes can be eliminated. Further development
of the prototype gadget could be done in the future by using numerous fingerprint
modules for each party, making it more secure Voter is asked to place their finger
on the existing module of the polling booth,allowing an impression of the voter's
finger to be taken and used as identity. The impression is then sent to the controlling



unit to be verified. The information is stored in the EEPROM microcontroller of the
database which is connected to aurdino board. But EEPROM microcontroller is not
producing exact results and verification [2]. BalaMurali et.al has proposed system
using 10T Mysqgl, cloud based databases. Every candidate after casting their
respective votes would receive a message to their cell phones.Using IOT makes sure
that the votes that are casted is been sent to the server of the database. This system
focuses on the confirmation of casted vote by the voters There is not much
information provided about the protection of the data of the voters[3]. 3 stages of
security in the voting procedure. The initial level is the authentication of Aadhar
number, second stage is the authentication of Voter ID and third stage is facing
matching.The proposed approach has the potential to eliminate the flaws and
shortcomings of the current system, resulting in a reduction in fake and false voting.
Because the face cannot be easily altered in a live session, even this would be a
difficult effort for hackers, ensuring a secure and enjoyable voting environment free
of annoyance. People can easily vote using this method from their local polling
booths or even from their homes if they understand how the technology works and
are familiar with the system's basic functions.Using LBPH (Linear Binary Pattern
Histograms) algorithm. The primary level is the authentication of Aadhar number,
second stage is the authentication of Voter ID and third stage is facial matching.
Authenticate the facial image of the voters from the database and face is matched
with the given data and faces, it gives a message ‘“Face Detected” then it directly
redirects to the voting page.Users can cast their vote and Submit. Once the vote is
submitted it shows “You have voted successfully”. If the user tries to vote again,
then it shows “Fraud Detected” [4]. They propose a method that allows voters to
vote from anywhere in India, eliminating the requirement for voters to travel to their
constituencies on election day. We use the Aadhar database to store information
such as a person's name, age, address, biometric identity, iris information, and
phone numbers. We use biometric authentication at the beginning of the voting
process for security reasons, and we also verify the voter's age. The voter's vote will
be recorded in the voter constituency database, allowing us to easily announce the
results without the risk of human error.Using RFID, Microcontroller and GSM
technology.We can have chance to avoid electoral frauds and get secured and safety
votes by using Biometric verification. So that there is no chance of manual errors
during the process of counting the casted votes. Once the registration process is
over, during the voting day the voter will login by the given credentials and only on
the given day the credentials are valid . It will cross check the image with existing
image of the database and sends the OTP to the voter, if the image matches with the
existing image. OTP is verified to check for the valid voter[5]. There are two types
of voting systems in use in India right now. Ballet paper and Electronic Voting
Machines (EVM) are the two methods, but each has its own set of limitations and
drawbacks.The existing voting mechanism is not only insecure, but also time-
consuming. As a result, under this notion, we must propose a voting system or
method that is very effective in voting. The system will be made up of two parts .
The first one is “before the election day” and “on the election day”.On the Day of
Election another independent Android application is used for voting operations.The
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voter is verified using face recognition technology. This system consumes more
time [6]. This System has prposed by using Raspberry pi, fingerprint sensor, LCD
display, such that safe voting happens without impersonation. No single person can
vote multiple times and impersonation of the absentee voters can be avoided. It is
easy to use and is also cost efficient with minimal human resources. No knowledge
of other official Ids is used in this system to verify every voter.VVoter does not
receive any information after casting his/her vote about the validity of the same[7].
They propose a blockchain-based e-voting scheme that fits all of the e-voting
process's requirements. Block by block, all votes on the blockchain are
cryptographically linked. When two blocks with the same timestamp have the same
signature value, the block with the higher signature value is chosen. The voter can
vote in line with the list of candidate or vote for any other persons he/her wants. In
most cases, the vote is open to the public, therefore the information about the vote
is not encrypted. The blockchain-based e-voting system can be used in a number of
voting situations as well as for other purposes. Despite being a secure technology,
blockchain employs ECC public key encryption, which is vulnerable to quantum
computer assaults.Paper has been proposed by using blockchain in P2P network
technology. A design of synchronized model of voting records based on distributed
ledger technology (DLT) to avoid forgery of votes. The system involves electronic
voting theory, cryptography, and software engineering theory[8]. By using
Arduino-based Smart E-Voting system with fingerprint authentication. Different
algorithms are employed in some other studies and different methodologies are
presented in some other works that are based on multimodal biometric
identification.In this study, they have introduced the idea of obtaining a voter's
fingerprint impression, which would then be submitted as data into the system. The
data was then compared to what was available in the database. Access to cast a vote
is allowed if the specific data matches anyone on the accessible record([9]. Elections
in India will no longer be a time-consuming task. The purpose of this paper is to
provide an overview of the biometric voting system.Fingerprint technology
improves security by preventing tampering, forgery, and repetitive voting. This has
the potential to result in by holding free and fair elections in India, India has made
a fundamental change in electoral procedure. Illegal practises such as rigging will
be eliminated as a result of this.As a result, voters can exercise their democratic
right to choose their leaders and political parties. The same procedure was used can
be implemented in other nations, and the political process can be substantially
altered as a result of this technology.There is a comparison of fingerprints so as to
avoid multiple votes by a single voter.The binary pattern is used by an image
processing technique to scan the fingerprints of a voter. The system is highly
reliable and has a low maintenance cost. Requires more human resources for the
verification process during the election process This system does not provide any
information to the voters about their respective vote.Every voter is not assured
whether his/her vote is valid or invalid[10].



3 Architecture :

In this proposed system we first begin by obtaining a clear image of the fingerprint
of the voter using the ultrasonic fingerprint scanner. Then, we enhance the obtained
image to improve the clarity of ridge and furrows of the minutiae. We process the
fingerprint image to enhance the unique features and compare the results with the
fingerprints of the database. This validates the voter and displays the outcome of
the verification process. The voter can cast their votes depending on the
confirmation displayed of the verification process and an SMS is sent to their
registered mobile numbers.

Minutiae
Extraction

— .
% [ .
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Casting of
the vote

Fig. 1. Architecture diagram



4 Methodology :

4.1  Image enhancement:

The Image Enhancement process removes various kinds of noise such as creases,
smudges and holes. It is to reconstruct the true ridge/valley structures in the regions
of the fingerprint. This provides us with the required characteristics of the
fingerprint or the minutiae. All the below mentioned functions combine in an
effective image enhancement.

4.1.1 Image segmentation:

This technique creates pixel-wise mask for each object in the image (i-e dividing it
into a multiple segments).Pixels with intensity [Grey level value]:

= Greater than the threshold: Considered
= Lesser than the threshold: Removed

4.1.2 Image normalization:
Each of the pixels of the fingerprint image has varied mean-variance which makes
it necessary to normalize the image. To obtain the required uniform pattern, the
pixels are normalized in the range of grey values.
4.1.3 Image orientation:
The image is formed based on the ridge orientation.

= Orientation = average of vectors orthogonal to gradient of each pixels at x

and y direction.

4.1.4 Image filtering:

The appearance of an image is altered by changing the colors of the pixels.The
contrast is increased by using Gabor filter or a Butterworth filter.

4.2 Minutiae extraction:

Further, we proceed with image binarization and image thinning for the precise
location of ridge endings and false minutiae is filtered out. We qualify minutiae by



type and quality to make the search quicker and easier. The user is then verified
using biometrics and the SMS is sent to their registered mobile numbers.

4.2.1 Image binarization:

Image is converted to a binary image.
Based on the global threshold ; pixel value
greater than the threshold = 1
less than the threshold = 0

4.2.2 Image thinning:

This is used to eliminate selected background pixels from the binary image.
This preserves the necessary details and connectivities of the ridges.
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Fig. 2. () binarized image (b) thinned image

4.2.3 Harris corner detector:

Harris Corner Detector is an operator that is commonly used to extract corners and
infer features of an image. This has been proved to be more accurate in
distinguishing between edges and corners.

Corners - A corner is a point whose local neighborhood stands in two dominant
and different edge directions.

o



Fig. 3. Flat region Edge Corner

This detector identifies the corners of the images from each of the pixel of the
processed image. The corners are detected as the regions where there exists
variations in large intensity of gradients when traversed in all directions of the
image. A window like figure is considered around the pixel and identify such
windows which are unigque. This can be measured by moving the window at a very
small distance in different directions and calculating the amount of changes that
occured in each of the pixel values.

E(u,v) = Z w(z,y) [Iz+uy+v) Iz, y)]?

Iy _. . v d v

*¥ window function shifted intensity intensity
Fig. 4. Change of intensity for evry shift [u,v]

Text(@.5, 1.8, 'Image of minutiae extraction®)

Image of minutiae extraction

Fig. 5. Minutiae extraction

4.3 Minutiae matching:

The details of the minutiae from the processed image are extracted and are then
compared with the already stored image patterns in the database. Hamming
Distance —a metric for comparing two binary data strings. The Hamming distance



between two strings, ‘a’ and ‘b’ is denoted as d (a, b). A specific threshold is set to
match the minutiae after the score is calculated by summing up the Hamming
distance. Two images are taken for the authentication process where the binary
points are considered in an array of each of the image. The hamming distacnce
between these points is found providing us with n number of sums. All these values
are summed up to give the score and is then compared with the threshold value. If
the score is greater than the threshold value, it shows that the finger prints match.

Fingerprint matches.

{"return”:true,"request_£d":"0137tqb82pduydf”, "nessage”:["SMS sent successfully."]}

Fig. 6. Fingerprints that matches

4.4 GSM Module:



10

GSM module is a cellular technolgy that is used for wireless communication using
two or more devices. Later with the SMS provision, a user can send a voice message
to the receiver that can be transmitted through air. This technology can be included
in the voting process to send information to the voter’s registered mobile numbers.
After the verification of the voter using biometrics, he/she then receives a message
stating if he/she is a valid voter or not. The implementation of the GSM module
helps the voter to know on their status on the voting process and make amendments
if any for future processes ( i-e applying for a new ID). This process is implemented
using the API by providing the regsistered mobile numbers present in the database
of the voter.

VK-Cghpet

Dear user,

Invalid entry. Kindly register
if new voter or check your
credentials. Jai Hind!

Fig. 7. SMS sent to the respective invalid voter

5. Conclusion:

In this system, the user is verified using biometrics with the database and the present
fingerprint of the user obtained by the ultrasonic fingerprint scanner. It begins with



11

obtaining minutiae characteristics of the user and matching it with the fingerprint of
the existing database. An alarm buzzes to indicate the validity of the user and the
voter can proceed further. The user then receives a message to his/her registered
mobile number if he/she is a valid voter or not and also regarding the validity of the
casted vote.
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